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                                  Electronic Communications  Policy 
                       Social Media Guidelines and Good Practice for people working with young
                                                   people at St. James’ Church
Introduction
Social media includes web-based and mobile based technologies, which are increasingly used by many young people, are a great way of communicating what’s going on in our ministry. They can really help the church group to stay connected with their group members and to keep them up to date on what’s going on. However, because of their reach and their potential to be mis-used, care must be taken in how they are established and safely used. This is important to protect both our young people and, our Family Life Group workers.
Definitions

‘Electronic communication’ is defined as communication via mobile phone, social networking and email.

A ’young person’ is defined as anyone under the age of 18. However, social media sites such as Facebook, Twitter, Instagram and Snapchat, have an age restriction of 13. Therefore, within our work at St. James’ Church the following policy regarding the contacting of young people via email, social networking and mobile phones is from school Year 9 and above. Young people below this limit will not receive electronic communication.
A ‘Family Life Group worker’ is defined is anyone over the age of 18, in a leadership or assistant role, either employed or on a voluntary basis, who works directly with for Children and Young People and has a position of pastoral responsibility for them.

Adults also use social networking sites, emails and texts so the following principles should also be applied to the church’s communication with adults. For those in a leadership role, it’s important to remember that your personal use of social networks is really a portrayal of your position and the ministry of St. James’ Church. People who follow you won’t see the distinction of your personal life and your role in the church. Therefore it’s important to think through the message you are sending through these networks. 

Electronic Communications Policy Statement
In line with the Church Safeguarding Policy, St. James’ Church, Southbroom, Devizes is committed to:

• The safeguarding and protection of all children, young people and vulnerable adults in relation to all 

  forms of electronic communication.

• The selection, support and training of all ‘Family Life Group workers’, in line with Safer Recruitment 
   principles, including the use of criminal records disclosure where appropriate and registration / 
   membership of the relevant vetting and barring schemes.

• Providing all existing and new Family Life Group workers with Good Practice Guidelines relating to their 
  use of all types of electronic communication with all members of the church family.
Good Practice Guidelines
When electronic communication (communication via mobile phone, social networking (if aged 13 or over) and email) takes place between adults and young people the following practices must be followed:

· It is important that parents are aware of and give consent to Youth Leaders communicating electronically with their son or daughter. Parental / guardian consent will be gained at the beginning of each academic year for their son or daughter to be contacted directly by Family Life Group Leaders via mobile phone, social networking (if aged 13 or over) and email.
· It is our expectation that Family Life Group Leaders should not use direct electronic communication with those younger than 16, except via their parents, unless there are exceptional circumstances. With teenagers over 16 it may be acceptable to use electronic communication, but it is essential to obtain general parental permission at the start of each academic year.

· Family Life Group Leaders need to avoid contacting young people before 8:00am and after

10:00pm. This is unless the young person contacts you first in an emergency. Contact should only be made for reasons related to the work of the church, and personal contact details should only be given out within the public domain of the church.
•     Some social networking websites and programs offer the option for one or both users in a 
       conversation to display a live image of themselves via a webcam. Due to the increased 
       risks of abuse with webcams, adults must not use webcams with young people; neither 
       displaying themselves nor viewing young people.
•      Family Life Group Leaders who minister to children and young people are strongly encouraged to 
       set very stringent privacy settings on any social networking profile and ensure that these settings do 

       not allow anyone to follow the posts without agreement. 
•      Family Life Group Leaders are strongly recommended not to have an account with any social 

       networking site, such as Snapchat, where no record can be kept of interactions with other people.
•      Family Life Group Leaders should not have young people under 18 as their ‘friend’ or ‘follower’ on

       social networking sites when the primary reason for the relationship is through the church. In the 

       rare event when this is not the case (e.g. long standing family friendship) permission to be ‘friends’ 

       with the young person should be sought from the parent / guardian.
•      In accordance with the Safeguarding Policy, any concerns over mis-use or child protection that  

       result from electronic communication between Family Life Group Leaders and group members 
       should be raised immediately with the Vicar and/or the Parish Safeguarding Representative.

Social networking sites (including Facebook, Youtube, Twitter, Instagram and other forms of social networking)
· On Facebook , Family Life Group Leaders should set up a closed group for which the leader is the administrator and only young people who attend your groups will be members of the group. The User Name and Password should be shared with the Leader’s line manager for the purposes of accountability. No group page should be set up without the prior agreement of the Family Life Co-ordinator.  

· If photographs are going to put up on the site, parental consent is needed for this for those under 18. As well as obtaining a general parental consent it is also good practice to obtain consent for one-off activities (e.g. Slum Survivor). Do not tag young people in the photographs or allow them to do so.  
· Instant chat and private messages must not be used to communicate with those under 18, even if they instigated this. Communication should be done publicly, e.g. using the wall on Facebook.
Email
· If young people and their parents/guardian consent then it is fine to send out information by email about the group and any extra activities and trips. However, remember that not everyone has good reliable internet access so ensure information is provided in other ways too.
· When communicating with a group of young people, the Group Leader should send exactly the same email message (by ‘undisclosed recipients’) to all members and their parents, as individually written ones with the same subject could be misinterpreted as favouritism.
· Avoid using chat rooms and instant messaging to communicate with young people. Encourage young people to think about their personal safety when using the internet.
· When in discussion with a young person topics which are of a sensitive nature, or could be easily misinterpreted, should not be discussed electronically and a face-to-face meeting should be arranged in a public location such as a cafe.
Text
· If young people and their parents/guardian consent then text can be a good way to send out reminders of what is happening. 
· Use group rather than individual texting wherever possible. 

· It is advisable that an employed worker is supplied with a work-dedicated phone. This way all calls and texts can be accounted for via an itemised phone bill. It also protects the worker’s right to a personal life outside work. Equally workers should make it clear that a work phone is what it says it is and not divulge their personal mobile number to the children/young people they work with.  

· Avoid abbreviations in texts that can have ambiguous meaning e.g. ‘lol’ which could mean ‘laugh out loud’ or ‘lots of love’ and always end your texts with your name and no ‘kisses’ etc.  

·  Any texts or conversations that raise concerns should be saved and passed on/shown to a line manager, incumbent and/or the Parish Safeguarding Representative. 
(Based on the relevant sections of the The Diocese of Salisbury Framework for Safeguarding  and  Good Practice - Working with children, young people and adults  June 2014, and the Christ Church Creekmoor Safeguarding Handbook)    
This statement will be subject to review on an annual basis.
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